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(57) Abstract: This invention relates to an authentication service, and more particularly to an authentication service method and 
system which digitalizes a document, a motion picture, a voice, and so on to be stored in a database of an authentication service server 
in order to use them as supporting evidences when a conflict occurs. The authentication service method and system can register, 
confirm, and deliver supporting evidence conveniently and safely regardless of time and place. The authentication service method 
comprises registering a supporting evidence transmitted from a user computer via an internet in an authentication service server; 
transmitting a user authentication information and a data number to the corresponding user computer; confirming the supporting 
evidence registered in the authentication service server by the user computer using the transmitted user authentication information 
and the transmitted data number; and delivering the corresponding supporting evidence according to a deliver information of the 
registered supporting evidence. 
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AUTHENTICATION SERVICE METHOD AND SYSTEM BY PRESERVATION 

OF SUPPORTING EVIDENCE 

Technical Field 

5 This invention relates to an authentication service, and more particularly to an 

authentication service method and system which digitalizes a document, a motion picture, 
a voice, and so on to be stored in a database of an authentication service server in order to 
use them as supporting evidences when a conflict occurs. 

10 Background Art 

In general, supporting evidences such as a contract, a warranty, a written 
agreement, and a memorandum are notarized by a law firm to prevent a future conflict. 
However, a person who wants a notarization or his/her agent should visit the law firm with 
the supporting evidences, and the law firm could not have notarized all materials (e.g., 

15 document file or a consulting act) due to various legal and technical limitations. When the 
person lost the notarization document, there are many difficulties in proving them. In 
addition, since supporting evidence can be accepted and checked during only business 
hours, there are limitations to time and space. Moreover, there still exists a risk that the 
supporting evidence kept in the law firm may be damaged or lost. 

20 Unlike the above-described method, another conventional art prevents a conflict 

such that an electronic commercial contract or an e-mail is authenticated through a third 
party computer system when it is received or sent. The conventional art can be applied to 
only a contract or a message using a computer. Thus, it is impossible to authenticate off- 
line transactions. 

25 

Disclosure of Invention 
To overcome the problems described above, it is an object of the present invention 
an authentication service method and system which can register, confirm, and deliver 
supporting evidence conveniently and safely regardless of time and place. 
30 In order to achieve the above object, the preferred embodiments of the present 
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invention provide an authentication service method using at least one first authentication 
service server contacting a user computer via an internet, the method comprising: a) 
transmitting a user authentication information, a user option including a delivery 
information and a supporting evidence data to be registered from the user computer 
selecting a supporting evidence registration to the authentication service server; b) 
producing a registration number and a first approval number and storing the registration 
number and the first approval number together with the transmitted data in a database 
when the data transmitted from the user computer satisfies a predetermined requirement; c) 
transmitting the corresponding data to a second authentication service server, receiving a 
second approval number from the second authentication service server and storing the 
second approval number in a corresponding region of the database to thereby complete a 
registration; d) transmitting a data number including the registration number and the first 
and second approval numbers, and the user authentication number together a registration 
finish message to the user computer; e) transmitting a user authentication information and 
a data number input newly by the user computer selecting a supporting evidence 
confirmation to the user authentication service server; f) determining whether the input 
user authentication and the input data number are identical to those stored in the database 
or not; and g) outputting the corresponding data stored in the database to the corresponding 
user computer and issuing a certificate of confirmation. 

The present invention further provides an authentication service system using an 
internet, comprising: a user computer contacting the internet, communicating with a web 
server of an authentication service server through a web browser thereof, and storing a 
digitalized supporting evidence data to be registered in the authentication service server; 
and at least one authentication service server registering, confirming and delivering the 
supporting evidence data transmitted from the user computer. 

Brief Description of Drawings 
FIG. 1 is a block diagram of an authentication service system according to the 
present invention; 

FIG 2. is a flow chart illustrating a procedure of registering and confirming 
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supporting evidence according to the present invention; 

FIG. 3 shows an example of a supporting evidence registration form according to 
the present invention; 

FIG. 4 shows an example of a supporting evidence confirmation form according to 
5 the present invention; and 

FIG. 5 shows an example of a certificate of registration and a certificate of 
confirmation according to the present invention. 



Best Mode for Carrying Out the Invention 
10 The present invention will be described in detail using the accompanying drawings. 

FIG. 1 is a block diagram of an authentication service system according to the 
present invention. The authentication service system includes a user computer, an 
authentication service server, and a card company server. 

The user computer 100 can access an internet 120 and communicate with a web- 
15 server 141 of the authentication service servers 140 and 160 using a web-browser. The user 
computer 100 is storing a digitized supporting evidence which will be registered in the 
authentication service server. 

The digitized supporting evidence includes a data to be digitalized such as a 
company consulting document, a major counseling document, a will document, and a data 
20 (motion picture, audio, document, etc.) requiring a record or an authentication, and 
digitized data such as a document file, a still picture file, an audio file, a motion picture file, 
etc. 

The authentication service servers 140 and 160 serves to register and store the 
supporting evidence transmitted from the user computer 100. The authentication service 

25 severs 140 and 160. The authentication service server 150 includes a web-server 141 for 
communicating with a web-browser of the user computer; a mail server 142 for sending an 
e-mail to the user computer(lOO); an authentication means 143 for conferring an 
registration number, a first approval number, and a second approval number to the 
supporting evidence to be registered, and determines whether a user has a right to read the 

30 registered supporting evidence or not; a delivery means 144 for automatically delivering 
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the registered supporting evidence by using a delivery information; a service fee settling 
means 145 for calculating a service fee according to a capacity and a preservation period of 
the registered supporting evidence and settling the service fee; a user authentication 
database 147 for storing a user authentication information, a user option (a supporting 
5 preservation period, a delivery information, and an information as to whether to disclose), 
the registration number, a first approval number, the second approval number, and so on; a 
supporting evidence database 148 for storing the supporting evidence transmitted from the 
user computer 100; and a database management means 146 for managing the databases 
147 and 148 and allowing a user authentication by the authentication means 13 to access to 
10 the databases 147 and 148. 

The authentication service server, as shown in the drawing, includes the local 
server 140 and the main server 160 which store the same data in order to prevent the data 
from being changed. 

The data can be stored separately in an external recording medium such as a CD, a 
15 DVD, a HDD, and a magnetic tape in order to secure a data security and to prevent the data 
from being changed. 

The registration number includes a registration data and time, a registration order, 
a data type, a corresponding branch code, a country code, and an authentication service 
server serial number. The registration number is generated in the initial stage of data 
20 registration. 

The first and second approval numbers are generated in each of the authentication 
service servers, and includes a registration data and time, a registration order, a data type, a 
corresponding branch code, a country code, and an authentication service server serial 
number. The authentication numbers are used to mange the data. 
25 The data type is a character to classify a document, a picture, a voice, a motion 

picture, etc. For example, Pa, Ph, So, Vs, and the like are used as the data type. 

The card company server 180 is used to settle a service fee of the user 
authentication service server 140. 

FIG 2. is a flow chart illustrating a procedure of registering and confirming 
30 supporting evidence according to the present invention. FIG. 3 shows an example of a 
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supporting evidence registration form according to the present invention. FIG. 4 shows an 
example of a supporting evidence confirming form according to the present invention. FIG. 
5 shows an example of a certificate of registration and a certificate of confirmation 
according to the present invention. 
5 A user who wants to register the supporting evidence accesses the authentication 

service local server 140 using the web browser of the user computer 100 with web-browser 
(step S200). 

When a data registration menu is selected in an output initial screen (step S201), 
the data input form is output as shown in FIG. 3 (step S202). 
10 The user inputs a user authentication information such as an applicant name, a 

social security number (user ID code), a password etc., and selects the supporting evidence 
to be uploaded to the authentication service server (step S203). 

Here, the user inputs a payment information and a user option such as an 
information as to whether to disclose, and a preservation period, and inputs a delivery 
15 address (e-mail address or a regular mail address) and a delivery date when he/her wants to 
receive the supporting evidence. 

When the information input is complete, the input data are output to be confirmed 
by the user. If the input data have no errors, the selected supporting evidences are 
transmitted to the authentication service local server 140 (step S204). 
20 Thereafter, the authentication service local server 140 determines whether the user 

authentication information satisfies requirements or not and whether the received 
supporting evidence can be recognized or not (step S205). 

If the authentication information and the supporting evidence data do not satisfy 
the requirements in the step S205, a re-input is requested. If the authentication information 
25 and the supporting evidence data satisfy the requirements, the registration number and the 
first approval number are generated, the user authentication information and the user 
option are stored in the user authentication database 147, and the supporting evidence data 
are stored in the supporting evidence database 148. 

Thereafter, the authentication service local server 140 communicates with the 
30 authentication service main server 160 to transmit the corresponding data (user 
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authentication information, user option, registration number, first approval number, 
supporting evidence data) (step S207). 

Then, the second approval number of the data is generated in the authentication 
service main server 160, and the transmitted data are stored in a database of the 
5 authentication main server 160 (step S208). 

Next, the second approval number is transmitted to the local server 140 in which 
the first registration was produced (step S209), and the authentication service local server 
140 receives the second approval number to store it in the existing data stored in the 
original database 147 (step S210). 

10 After the above-described steps are completed, a certificate of registration shown 

in FIG. 5, in which user authentication information, data number (registration number, first 
approval number, second approval number) and the registered supporting evidence are 
stated, are issued to the user computer together with a registration finish message through a 
web-document or an e-maiL If necessary, a certificate of confirmation showing that the 

15 supporting evidence is normally registered is also issued (step S211). The certificate of 
registration and the certificate of confirmation can be delivered to the user through a 
regular mail service. 

When the delivery information (delivery address and delivery date) is input at the 
time when the supporting evidence is registered, the registered supporting evidence is 
20 transmitted to the delivery address on the deliver date automatically by the delivery means 
144 of the authentication service local server 140 or delivered to the user by a regular mail 
service. 

Meanwhile, the following process can be available. When a data is transmitted 
completely from the user computer 100 to the authentication service local server 140 at the 
25 time when the support evidence is registered, the registration number is generated, and 
thereafter a service fee is calculated by the service fee settling means 145. After the service 
fee is settled, the first approval number is generated and stored in the database, and the 
subsequent steps S207 to S211 are performed. 

Further, the initial registration of the supporting evidence and the delivery of the 
30 registered supporting evidence can be performed in the authentication service main server 
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160. In this case, a role of the authentication service local server 140 and a role of the 
authentication service main server 160 are switched. That is, both the authentication 
service main server 160 and the authentication service local server 140 serve as a 
registration server which performs registration for the supporting evidence. 
5 In order to confirm the registered supporting evidence, like the registration process, 

the user accesses the authentication service servers 140 and 160 to select a data 
confirmation menu (step S212), so that a supporting evidence confirming form is output as 
shown in FIG. 4. The user inputs the user authentication information and a data number 
using the supporting evidence confirming form (step S213). Here, at least one of the 
10 registration number, the first approval numbers, and the second approval number is input 
as the data number. 

The authentication means 143 of the authentication service servers 140 and 160 
checks whether the input data number exits in the user authentication database 147 or not. 
If it exits, it is determined whether the input user authentication information is identical to 
15 the user authentication information stored in the user authentication database 147 or not 
(step S214). 

When the data number does not exist or the user authentication information is not 
identical to that stored in the authentication database 147, the data number and the user 
authentication information are requested to be input again. When the input user 
20 authentication information is identical to the user authentication information stored in the 
user authentication database 147, the supporting evidence stored in the supporting evidence 
database 148 is printed by the user computer (step S215). 

After the supporting evidence is printed, the certificate of confirmation of FIG. 5 
showing that the corresponding supporting evidence is registered in the authentication 
25 service server is issued in the form of a web-document or an e-mail (step S216), 

In addition, a function can be added that compares the original data with the data 
stored in the authentication service servers 140 and 160 to confirm whether the original 
data is changed or not. 

Due to this function, it is confirmed whether the data is damaged by network 
30 errors occurred at the time when the data is registered, and also it is confirmed whether the 
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other users change the original data after the data is registered or not. 

If the user cannot input the correct password or the correct data number due to a 
loss of the certificate of registration in the step S213, the user can visit the authentication 
service servers 140 and 160 to be informed of the correct password or the correct data 
5 number after undergoing the authentication process. Further, as another on-line method to 
confirm the user, a motion picture of the user can be stored in the authentication service 
servers 140 and 160 using a web-camera, and the user authentication information and the 
data number (registration number, and first and second approval number) are given to the 
user after confirming the user using the web-camera. As a result, a misuse of the 

10 supporting evidence can be prevented. 

The present invention is described focusing on the registration process of the 
supporting evidence which is performed on the web. However, the present invention can be 
applied to a method that the user transmits the supporting evidence to the authentication 
service servers 140 and 160 through an e-mail, and the manager of the authentication 

15 service servers 140 and 160 confirms the transmitted data to confer the registration number 
and to store it in the database of the authentication service server. 

In addition, an off-line method can also be used that the user or his/her agent 
directly visits the law firm, and shows the supporting evidence to register or confirm the 
supporting evidence. In this case, the non-digitalized materials can be used as the 

20 supporting evidence. The non-digitalized materials are digitalized for the registration using 
a scanning, a photographing, or an editing. Furthermore, the supporting evidence can be 
accepted for the registration by a regular mail service or the third party through a data 
digitalization process when the party permits. 

25 Industrial Applicability 

As described above, according to the present invention, the supporting evidence 
which is stored in the authentication service server together with time information can be a 
powerful evidence when a conflict occurs. 

In addition, the present invention has advantages in that the supporting evidence 
30 cab be registered, confirmed and delivered wherever the internet is accessible, and a 
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damage of the original data can be prevented because the original data is digitalized and 
then stored. Moreover, the delivery information can be input, so that the user can receive 
the data on the desired date at the desired place, leading to a very convenience. 
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What is claimed is: 

1. An authentication service method using at least one first authentication service 
server contacting a user computer via an internet, the method comprising: 

5 a) transmitting a user authentication information, a user option including a delivery 

information and a supporting evidence data to be registered from the user computer 
selecting a supporting evidence registration to the authentication service server; 

b) producing a registration number and a first approval number and storing the 
registration number and the first approval number together with the transmitted data in a 

10 database when the data transmitted from the user computer satisfies a predetermined 
requirement; 

c) transmitting the corresponding data to a second authentication service server, 
receiving a second approval number from the second authentication service server and 
storing the second approval number in a corresponding region of the database to thereby 

1 5 complete a registration; 

d) transmitting a data number including the registration number and the first and 
second approval numbers, and the user authentication number together a registration finish 
message to the user computer; 

e) transmitting a user authentication information and a data number input newly by 
20 the user computer selecting a supporting evidence confirmation to the user authentication 

service server; 

f) determining whether the input user authentication and the input data number are 
identical to those stored in the database or not; and 

g) outputting the corresponding data stored in the database to the corresponding 
25 user computer and issuing a certificate of confirmation. 

2. The method of claim 1, wherein the step (b) further includes calculating a 
service fee according to a capacity and a preservation period of the supporting evidence 
data and settling the service fee. 

30 
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3. The method of claim 1, wherein the second authentication service server of the 
step (c) is storing the same data as the first authentication service server in a database 
thereof. 

4. The method of claim 1, further comprising, in addition to the step (d), delivering 
the corresponding supporting evidence data to the user computer on a day determined by a 
delivery information of the registered supporting evidence data. 

5. The method of claim 4, wherein the supporting evidence is delivered by one of a 
regular mail service or an e-mail. 

6. The method of claim 1, wherein the data number received from the user 
computer includes at least one of the registration number and the first and second approval 
numbers. 

7. The method of claim 1, further comprising, in addition to the step (f), comparing 
and confirming the supporting evidence data stored in the user computer with the 
supporting evidence data stored in the database of the authentication service server. 

8. An authentication service system using an internet, comprising: 

a user computer contacting the internet, communicating with a web server of an 
authentication service server through a web browser thereof, and storing a digitalized 
supporting evidence data to be registered in the authentication service server; and 

at least one authentication service server registering, confirming and delivering the 
supporting evidence data transmitted from the user computer. 

9. The system of claim 8, wherein the authentication service server includes 
a web server communicating with the web browser of the user computer; 

a mail server sending an e-mail to the user computer; 

an authentication means conferring a data number to the registered supporting 
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evidence data and determining whether the user has an authority to read the registered 
supporting evidence data; 

a delivery means delivering the registered supporting evidence data using a 
delivery information automatically; 
5 a service fee settling means calculating a service fee according to a capacity and a 

preservation period of the registered supporting evidence data and settling the service fee; 

a user authentication database storing a user authentication information, a user 
option, and a data number; 

a supporting evidence database storing the supporting evidence data transmitted 
10 from the user computer; and 

a database management means managing the databases and allowing an access for 
the databases to the user authenticated by the authentication means. 
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